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[bookmark: _Toc214622355]DPDP Consent Capture Record (Internal)
	Field
	Value

	DP Name/ID
	

	Purpose of Processing
	

	Data Categories
	

	Notice Version Shown
	

	Consent Obtained By (UI/API/CM)
	

	Timestamp
	

	Affirmative Action Type
	

	Withdrawal Allowed Method
	

	Processor Sync Completed (Y/N)
	



[bookmark: _Toc214622356]Section 6 – consent invocation form (Operational Template)
(For use by product, engineering, legal teams before building a consent flow)
[bookmark: _Toc214622357]DPDP SECTION 6 — Consent Invocation Checklist
Purpose:
1. Purpose is clearly defined, narrow, and essential (Yes/No)
2. No alternative legal basis available (Yes/No)
Data Categories:
3. Only minimal data collected (Yes/No)
Notice Compliance:
4. Notice contains Rule 3 items (Yes/No)
5. Notice + consent presented together (Yes/No)
User Control:
6. Clear affirmative action (Yes/No)
7. No dark patterns or bundled consent (Yes/No)
Withdrawal:
8. Withdrawal UI same ease as giving consent (Yes/No)
9. Backend propagation defined (Yes/No)
Recordkeeping:
10. Consent Ledger entry auto-created (Yes/No)
Legal Review:
11. Clause-by-clause validation done (Yes/No)
Outcome:
☐ Approved for Consent
☐ Not Approved → Use Section 7 Legitimate Use
☐ Revision Required

OR
[bookmark: _Toc214622358]Integrating With Consent Managers (DF Perspective)
1. Pre-Onboarding
· Verify CM registration on DPB website
· Review CM’s tech docs: API specs, encryption envelopes, event formats
· Validate zero-knowledge guarantees
2. Contracting (Mandatory Clauses)
· SLA for consent/withdrawal routing
· Time sync (NTP) to avoid disputes
· Breach notification channel
· Logs sharing (metadata only)
· COI declarations monthly
3. Technical Integration
· Consent webhook → triggers: allow/deny/delete
· Withdrawal webhook → overrides cached consents
· Immutable logging → DF must maintain independent logs
· CM signature validation using public key rotation
4. DP Experience Alignment
· Notices must still be provided by DF (not CM)
· Auto-sync withdrawal across dependent systems
· DSAR integration: CM logs must be included if relevant
[bookmark: _Toc214622359]Section 7 invocation form (sample)
(Useful because Section 7(b) interacts indirectly with CM workflows when government data is pulled.)
Section 7 Invocation Form — Legitimate Use Processing (DPDP Act)
Data Fiduciary: ___________________________

Sensitivity: Internal (C3)

Sensitivity: Internal (C3)

Sensitivity: Internal (C3)
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